BCP TEMPLATE USER INFORMATION

TEMPLATE:  
Risk Assessment
GENERAL:  
This template has been designed to allow the user to easily adapt its content to a specific organization’s business continuity plan.
SPECIFIC INSTRUCTIONS:
1. In this template there are several dropdown boxes you should customize to meet the requirements of your organization.

2. To customize the template, go to ‘View’ on the menu bar, and select ‘Toolbars’, and then select the ‘Forms’ Toolbar.  Unlock the document by selecting the [image: image1.png]20 Human Resources Plan.doc soft Word
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 button. This will unlock the document for editing.  To enable fields again, re-select the lock button.

SECTION 3
Risk Assessment
DEPARTMENT:
 FORMDROPDOWN 

DIVISION: 

     
BRANCH: 

     
LOCATION:

     
ASSUMPTIONS: (Prior to conducting the Risk Assessment, any critical assumptions should be listed.)

1) This Risk Assessment addresses the worst-case scenario of complete disruption of  FORMDROPDOWN 
 essential services or destruction of a specific site(s) or facilities but will also apply to less severe situations

2)
Specific emergency response plans, e.g., building evacuation, are found in site-specific emergency plans and are not part of the BCP process; however, emergency plans may be included as supporting plans
3) 
Regardless of circumstance, some key personnel will not be available to participate in continuity activities within the first 24 hours of a disruption incident
4) The offsite (geographically separate location) storage locations housing critical backed-up data are intact and accessible. 

5) Anything occurring in       will impact  FORMDROPDOWN 
 other Ministries

6) The Risk Assessment will be based on the following locations:

Definitions:
Risk:


Exposure to loss, injury, danger, potential for loss.
Threat:

Event that causes a risk to become an actual loss to company assets.
Risk Assessment:
Determining the events that can adversely affect an organization, the damage that such events can cause, the timescale needed to restore normal operations, and the controls that can be implemented to reduce the possibility of impact.

Probability:
The relative probability of the event occurring (based either on history or an estimate) in sufficient proximity to affect your organization. Probability can be measured with the following frequency scale:
· Low – probability of occurrence: 5 years or less frequently

· Medium - probability of occurrence: between 3 to 5 years

· High – probability of occurrence: within 1 to 3 years
Safety:
The relative safety that the hazard represents to personnel or clients can be measured in terms of impact on individuals and groups as follows:
· Low – event occurrence unlikely to kill or injure

· Medium – event occurrence likely to cause possible injury or possibly death

· High – event occurrence likely to cause many injuries and some fatalities
Resources:
This represents the relative threat to resources other than personnel. What is the potential for property loss and damage? Are there contractual or other legal obligations that must be met?
· Low – no damage, or sensitive resources damaged others, receiving minor or no damage

· Medium – moderate damage to most resources

· High – all or most resources seriously damaged or destroyed
Services:
The effects that the hazard may have on the business services, excluding the impact on resources or safety. These will likely fall into two categories:


External effects – result of loss of service due to hazard impact to the surrounding region or community


Internal effects – impacts on services at specific work locations, without damage to resources or personnel safety.
· Low – negligible to minor disruption – short periodic delays to services

· Medium – moderate disruption – loss of service for several days

· High – major disruption – isolation from critical inputs or outputs for days or weeks

RISK ASSESSMENT WORKSHEET

Note: ‘0’ implies not applicable
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	1.
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	(A)  Internal
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	(B)  External
	 FORMDROPDOWN 
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	2.
	FIRE
	
	

	
	(A)  Internal
	 FORMDROPDOWN 
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	(B)  External
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	3.
	EARTHQUAKE
	 FORMDROPDOWN 
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	4.
	WIND STORM
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	 FORMDROPDOWN 


	5.
	TORNADO
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	 FORMDROPDOWN 


	6.
	SNOW STORM
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	7.
	ICE STORM
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	8.
	DROUGHT
	 FORMDROPDOWN 
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	9.
	EPIDEMIC (all natures of illness)
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	10.
	EXPLOSION
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	11.
	GAS LEAK
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	12.
	STRUCTURAL
	 FORMDROPDOWN 
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	13.
	IT INFRASTRUCTURE
	
	

	
	(A)  System Software
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	(B)  Application Software
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	(C)  Hardware
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	(D)  Virus 
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	(E)  Hacking/Intrusion    (Technical Attack)
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	(H) Operational Errors (Operator use, human error)
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	14.
	UTILITIES
	
	

	
	(A) Sewage
	 FORMDROPDOWN 
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	(B) Water
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	(C) Electrical
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	(D) Communications
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	(E)
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	15.
	TERRORISM
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	16.
	SABOTAGE
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	17.
	BOMB THREAT
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	18.
	BIOLOGICAL
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	19.
	NUCLEAR
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	20.
	CHEMICAL
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	21.
	CRIMINAL
	
	

	
	(A) Theft
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	(B) Vandalism
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	(C) Espionage
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	(D) Bribery
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	WORK STOPPAGE
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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	WORK ACTION
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	CIVIL DISORDER
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	OTHER
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DEFINITIONS OF OVERALL ASSESSMENT RATINGS:
· High

- Greatest risk of probability and impact upon essential services
· Medium 
- Moderate risk of probability and impact upon essential services
· Low

- Least risk of probability and impact upon essential services
* Note: 

The overall assessment will assist the Risk Assessment Team with summarizing their findings, and in conjunction with the Business Impact Analysis, focus the attention of the Business Continuity Planning Team towards establishing their BCP.
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BRP, Disaster Services

(780) 415-9483

Sept 24, 2002

